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1.Which of the following allows for functional test data to be used in new systems for testing and training
purposes to protect the read data?
A. Data encryption
B. Data masking
C. Data deduplication
D. Data minimization
Answer: B
2.A network engineer needs to build a solution that will allow guests at the company’s headquarters to
access the Internet via WiFi. This solution should not allow access to the internal corporate network, but it
should require guests to sign off on the acceptable use policy before accessing the Internet.
Which of the following should the engineer employ to meet these requirements?
A. Implement open PSK on the APs
B. Deploy a WAF
C. Configure WIPS on the APs
D. Install a captive portal
Answer: D
3.Which of the following policies would help an organization identify and mitigate potential single points of
failure in the company’s IT/security operations?
A. Least privilege
B. Awareness training
C. Separation of duties
D. Mandatory vacation
Answer: C
4.In which of the following risk management strategies would cybersecurity insurance be used?
A. Transference
B. Avoidance
C. Acceptance
D. Mitigation
Answer: A
5.A company's Chief Information Office (CIO) is meeting with the Chief Information Security Officer (CISO)
to plan some activities to enhance the skill levels of the company's developers.
Which of the following would be MOST suitable for training the developers'?
A. A capture-the-flag competition
B. A phishing simulation
C. Physical security training
D. Baste awareness training
Answer: B
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