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1.In Python socket programming, SOCK_DGRAM type is: 
A. reliable. 
B. matrixed. 
C. connectionless. 
D. slower. 
Answer: C 
Explanation: 
Connectionless due to the Datagram portion mentioned so that would mean its using UDP. 
 
2.A penetration tester is trying to restrict searches on Google to a specific domain. 
Which of the following commands should the penetration tester consider? 
A. inurl: 
B. link: 
C. site: 
D. intitle: 
Answer: C 
 
3.A consultant just performed a SYN scan of all the open ports on a remote host and now needs to 
remotely identify the type of services that are running on the host. 
Which of the following is an active reconnaissance tool that would be BEST to use to accomplish this 
task? 
A. tcpdump 
B. Snort 
C. Nmap 
D. Netstat 
E. Fuzzer 
Answer: C 
 
4.A penetration tester wants to test a list of common passwords against the SSH daemon on a network 
device. 
Which of the following tools would be BEST to use for this purpose? 
A. Hashcat 
B. Mimikatz 
C. Patator 
D. John the Ripper 
Answer: C 
Explanation: 
https://www.kali.org/tools/patator/ 
 
5.A customer adds a requirement to the scope of a penetration test that states activities can only occur 
during normal business hours. 
Which of the following BEST describes why this would be necessary? 
A. To meet PCI DSS testing requirements 
B. For testing of the customer's SLA with the ISP 
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C. Because of concerns regarding bandwidth limitations 
D. To ensure someone is available if something goes wrong 
Answer: D 
 
 


