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1.A user misplaces a personal phone that is registered in Cisco ISE. The user wants to blacklist the
device from accessing the company network. The company uses Cisco ISE for corporate and BYOD
device authentication.

Which action must the user take in Cisco ISE?

A. Sign in to the BYOD portal and mark the device as Irrecoverable.

B. Sign in to the My Devices portal and mark the device as Irrecoverable.

C. Sign in to the BYOD portal and mark the device as Lost.

D. Sign in to the My Devices portal and mark the device as Lost.

Answer: D

2.An engineer must create a new policy in Cisco ISE to redirect wireless guest users to a self-registered
portal by using a custom URL that does not display the real name of the PSN. The ISE deployment
consists of a single standalone node that runs all the personas.

Which RADIUS common task attributes must be added to the access rule to meet the requirement?

A. web redirection and a static FQDN

B. web redirection and DACL

C. VLAN and DACL

D. VLAN and a static FQDN

Answer: A

3.An engineer must use Cisco ISE profiler services to provide network access to Cisco IP phones that
cannot support 802.1X. Cisco ISE is configured to use the access switch device sensor information
system-description and platform-type to profile Cisco IP phones and allow access.

Which two protocols must be configured on the switch to complete the configuration? (Choose two.)
A. EAPOL

B. LLDP

C. SNMP

D. CDP

E. STP

Answer: CD

4.An administrator must provide wireless access to noncorporate employees to support apps by using a
guest SSID in a deployment with Cisco ISE, Cisco wireless access points, and a Cisco Wireless LAN
Controller. When a user opens a web browser after connecting to the wireless network, Cisco ISE must
be configured to redirect the user session to an authentication portal.

These configurations were performed:

« configured all the required configurations for the Cisco Wireless LAN Controller

+ added the Cisco Wireless LAN Controller to the Cisco ISE network devices

« configured an authentication policy for wireless MAB users

« created a guest portal and enabled automatic registration

« created an authorization policy

« created an authorization rule to allow the wireless MAB users

* created an authorization rule to allow guest flow

Which two actions must be taken to complete the configuration? (Choose two.)
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A. Configure profiling policies for noncorporate endpoints.

B. Provide a portal URL to log in to.

C. Enable web redirection and select a redirect access control list.
D. Create an authorization profile.

E. Create an authentication profile.

Answer: CD

5.An administrator must authenticate Cisco Secure Client users using a secure token against an LDAP
server to grant wireless network access in a Cisco ISE deployment.

These configurations have been performed:

« configured Microsoft Active Directory as an external identity source

« created an authentication policy

« created an authorization policy

The administrator must create a Secure Client profile to complete the configuration.
Which protocol must be implemented on the policy by the administrator?

A. MS-CHAPv2

B. EAP-MD5

C. EAP-GTC

D. LEAP

Answer: C
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