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wersion 5.20, Release 3111

#

hraaralE:

#

doman defaul enable system
i

telnet server anable

i

pant-zeculity enable

#

e O e

#

oap management-o 1921680101 slet 0
wlan country-code LS

#

vlan 1

#

vlan 2

#

doman systemn
access-hmil dzable
stale active

idle-cut disable
sel-service-ul disable
8

dhcp server ip-pool 0

retwork 192.168,0.0 mask 255 255 2650
gateway-list 192 168.0.200

;phan 43 hex BO070000 01C04800 60

dhep server ip-pool 1

network 152.168.1,0 mask 255 255.255.0
gateway-list 192168 1.200

opbion 42 hex 20070000 01CEAS00 60

it

user-group system
i

local-uzer admin

pagzword simple admin
authodization-attibute level 3
service-dype lelnet

#

wlan nm

dot11a mandatoryrate 6 12 24

datl 1a supported-tate 918 35 48 54

dat11h mandataryrate 1 2

datl1b supported-ate 5511

detl 1g mandatory-rate 1 25511

dot1g supported-ate 6 312 18 24 36 46 54
. Jnadbalance session 5

k-3

wilan servica-template 1 crypto
seid HP_Openaccess

band WLAM-ESS O
cipherzuite thip

zacurity-ie rzn
sarvice-template enable

inteiface MULLD
#

interface Vianintertacal
ip addiess 192.166.0.100 255.265 2560

interface Viarinterface2
ip addrezz 192.168.1.100 255.255.255.0

H

inteiface GigabilE theinet1/01
part link-type ik

port biunk permit vlan all

#

inteiface WLAN-ESS0

port lirk-ype hybrid

part ybind vian 1 untagged

port-gecurily por-mods psk

port-secuity b-keptype 11key

port-security peshared-key pass-phiase simple
Ly+G BlaFPsulFRIER QY EWNTOET

4

wdan ap AP model WAZBZOE -AGN
serialid 215801 ADAL S099G 00461
radio 1

service-template 1
radio

service-template 1

radio enable

it
widan ap AP2 model WAZE20E AGH
zerialid 219201 AQALI095G 00462
radio 1

servicetemplate 1
radio

servioe-template 1

radio enable

#
widan ap AP3 model WAZEZ0E AGN
serialid 219801 ADALI09IG 00463
tadio 1

service-template 1
1adio 2

service-lemplate 1

radio enable
#

wilan ap AP4 model Wit ZE20E -4GN
seriakid 213801 A04L 93039600454
1adio 1

zervice-template 1
1adio 2

sarvice-template 1

radko enabls
#

wilan ap APS model WAJE20E AGN
zerigkid 215801 AQALI0I9GO04EE
tadio 1
service-template 1
io 2

service-lemplate 1
1adio onal

dhep ensble

#

ip route-static 0.0.0.00.0.000152.168.0.200
#

Inad sml-configuration

#

userintedsce au 0
userirtedace viy 0 4
authenticatior-mode scheme
user privilepe level 3

#

TEfLmn
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A university media course uses an auditorium that seats 400 students. Students are experiencing slow
network performance, and some clients are having difficulty connecting to the wireless network. The IT
staff installed wireless access points (APs) over a year ago. Previous classes, consisting of 200 students
had no problems. Based on the exhibits, what is a solution to optimize performance for all students?

A. Enable radio 1 on all APs.

B. Add service-templatel to all 2.4Ghz radios.

C. Remove service-templatel from all 5Ghz radios.
D. Set cipher-suite to ccmp for service-templatel.
Answer: A

2.Click the Exhibit button and view both exhibits.
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Exhibit 2 - Actrve cantroller

s:o’ersion 520, Releas= 3111

syshiame HP

'Lomain default enable spstem

‘:ehet server enable

“puft-securily enable

portal trap senver-down

‘f:ap managamentip 1921620110 2lot 0
‘:\.llan countip-code US

flan 1

#

vlan 2

#

domain system

accesslmit dzable

shate actve

idle-cut dizable

self-service-unl disable

#

dhcp server ip-pool 0

network 152.168.0.0 mask 255.255.255.0
gateway-ist 192.168.0.200

‘?Dtion 43 hex 80070000 01 COAB00 60

dhcp server ip-pocl 1

network 152.168.1.0 mask 255,255 256.0
gatewayist 192.168.1.200

‘?Dtion 43 hey BO070000 01 COAE00 6O

user-group system
#

locakuser admin

password simple admin
authorization-atiribute level 3
“sem'c:e.-tglpe telnst

wilari rrm

dot11 2 mandatorprate £12 24

dat11 s supportedtate 918 36 48 54

dot11b mandatoryrate 1 2

dot11b supported-rate 5511

dot11g mandatory-rate 1 25511

dot11g supported-rate 691218 24 36 4854
loadbalance session 5

wian service-template 1 cpto
z2id HP_Openaccess

bind WLAN-ESS 0
cipher-suite comp

zecuy-e 1En
garvicelempla?a enable

irteiface MULLD
#

irterface Vian-interface
ip addresz 192 1620100 255 255 2850
H

inteiface Viar-interface?
ip address 192 168.1.100 255.256.255.0
#

interface GigabitEthemet1/0/1
port link-type tunk,

port tunk, permit viar all

#

interface WLAN-ESSO

port link-type kybeid

port bybeid sdan 1 untagged
port-secunty port-mode pek
port-securty tukeytype 11kay

port-zacurty prashared-key pass-phraze simple

Ay GRIGFPsulFRRIBKGYEWNTORT
4

wian 2p AP model \WaA2E20EAGH
serialid 2198014041 9099600461
radio 1

service-template 1

radio enable

radio 2

service-template 1

charnel &

mas-power 10

radio enable

#
wilan ap APZ model WAZE20E AGN
serial-id 219801404 3093600462
radio 1

senvice-template 1

radio enable

radia 2

serdice-template 1

channel 1

max-power 10

radio enable

H
dhecp enable
#
ip route-static 00.0.0 0.0.00 152.165.0.200
4
koad sml-configuration
#
uget-rilerace aus 0
uzer-nterface vy 0 4

authenficabon-mode scheme
user privikege level 2
#

return
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A university media course uses an auditorium that seats 400 students. Wireless access points (APs) are
installed to provide access to the school's video servers. All clients show maximum signal strength, but
some students are experiencing frequent interruptions of video playback. Based on the exhibits, what is a
solution to optimize network throughput for all students.?

A. setting maximum power on radio 1 on all APs

B. setting mandatory data rates for 802.11ato 12

C. changing the channel on radio 2 of AP5 to channel 6

D. lowering the RTS threshold on all radios

Answer: C

3.Click the Exhibit button and view both exhibits.
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A university media course uses an auditorium that seats 400 students. Wireless access points (APs) are
installed to provide access to the school's video servers. Some students are experiencing frequent
interruptions to video playback while others have no issues. Based on the exhibits, what is a solution to
optimize performance for all students?

A. Set all radios to maximum power.

B. Set all APs to the same channel.

C. Enable load balancing of clients across APs.

D. Increase the beacon interval.

Answer: C

4 .Click the Exhibit button and view both exhibits.
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A university media course uses an auditorium that seats 400 students. Wireless access points (APs) are
installed to provide access to the school's video servers. Students running 802.11n clients are not seeing
optimal bandwidth connection data rates. Based on the exhibits, what is a solution to optimize 802.11n
data rates?

A. Disable High Throughput (HT mode) on all radios.

B. Disable RTS/CTS capability on non-802.11n client NICs.

C. Configure Band Steering mode on radio 1 on all APs and radio 2 on AP3 and APS5.

D. Configure Greenfield mode on radiol on all APs and radio 2 on AP3 and AP5.

Answer: D

5.Click the Exhibit button.

Active Controller

Client Capabilities: 70% B802.11n (dual-band) capahle, 30% a/big only

A customer is experiencing network performance issues with their wireless network. The customer
decides to take corrective actions on their wireless active controller. Based on the exhibit, what will
happen on the wireless network if the customer sent a 1200 byte packet from a wireless client associated
to essid HP_Openaccess? (Select two.)

A. The wireless packet will be fragmented.

B. The wireless packet will trigger RTS/CTS frames to be sent.

C. The wireless packet will not be fragmented.

D. The wireless packet will not trigger RTS/CTS frames to be sent.

E. The access point will send more Beacon frames than if the default configuration had been left
unchanged.

Answer: AB

6.RF Manager has determined that a Rogue access point (AP) must be quarantined. The only sensor
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within range is listed as busy. What happens?

A. RF Manager reclassifies the new Rogue AP as banned so that it cannot connect on the wired side.

B. RF Manager specifies that a quarantine is pending for the new Rogue AP until the sensor is no longer
busy.

C. The sensor stops quarantining one of the currently quarantined devices and starts quarantining the
new Rogue AP.

D. The sensor splits its time between blocking the currently quarantined devices and the new Rogue AP.
Answer: B

7.What is the risk of applying intrusion prevention to an access point (AP) listed as Indeterminate?

A. RF Manager cannot determine whether the AP follows your Authorized WLAN policy. You might
guarantine your own AP, which could frustrate users.

B. RF Manager has classified the AP as Indeterminate because you authorized it manually, but it does not
follow your Authorized WLAN policy.

Quarantining your own AP could frustrate users.

C. RF Manager has classified the AP as Indeterminate because its signal is so low. Sensors will make
themselves busy in quarantining an AP that is probably too far away to be a risk.

D. RF Manager cannot determine whether the AP is connected to your system. You might quarantine
another company's AP, which is illegal.

Answer: D

8.You set your country of operation and then apply the default Sensor Configuration Template settings to
all sensors in RF Manager. How do your sensors handle channels that cannot be used legally in your
country?

A. The sensors scan these channels and detect threats, but they do not take action against the threats.
B. The sensors scan these channels, detect threats, and take the action you have specified against any
detected threats.

C. The sensors scan these channels and prevent any authorized access points or clients from operating
on these channels.

D. The sensors do not scan these channels for threats.

Answer: A

9.Click the Exhibit button and view the three exhibits.
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B Exhibit 1: Authorized $5ID

HE

Template for an Authorized 802.11 S5ID

o)

Add an autharized SS1D for this location, For this S3ID, you can specify detailed configuration
template below, & new AP or an existing Authorized AP detected at this location with this S3ID,
will e connpared againsL Uis SSI0 lenplabe Lo delerioine i L is rogue o iis-configured,

Create a configuration template for an Authorized 802.11 SSID. 1‘

X

-Create S5ID Template

Authorized 551D |Campan\r £

[T This is a Guest S5I0.

wihat is this?

Template Name |C0mpany Z Config

W apply thiz SSID ternplate st current location

Description |
-Metwork Protocol ~Authentication Framework —— ~Encryption Protocols
[
& any O select | ©© any & select © any & Select
W =0z.d1a [T soz11b | [T [T weP42 [~ TrIP
[E s02.11q | ¥ s02.1x (EAP) | [~ wEPLl4 W ccMp
-Security Settings —— :-Eiscu MFP {802.11w)— AP Capabilities =i-Authenticatiun Types —
| |
 any % select | & any T Select Ii' @ any O Select | @ any O Select
W zoz.11i [ Cpen [ Turbo [E rEsp I8 eap=TTLS
™ wea | & Cisco MFP Enabled T suparac [T eap-TLs [T EAp-FasT
[~ wer | € Cisco MFP Disabled [T oeaft 202,110 | I LEap [E eap-s1M
~Allowed Networks ~aAllowed AP Yendors
If an AP with the above SSID is discovered, it will If an AP with the above SSID is discovered at this
be declared as a rogue unless it is connected to location, it will be declared as a rogue unless it is
one of the following networks, made by one of the following vendors,
" Any % Select Metworks @ any © select Vendors
10,1.20.0/24 [T zwire EI
10.1.10.0/24
10.1.30.0/24 l_ ol
[T #bocom
|_ Acchon
] | T ;I

Sawve | CancelI
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Enable Intrusion Prevention against the following threats at this location. For detailed description, click m

Rogue APs
I¥l APs categorized as Rogue
[T Uncategorized APs that are connected to the network
[¥ Uncategorized APe that are Potentially Rogue
[T Uncategorized APs that are Potentially Authorized
[T Uncategorized Indsterminate APs
[ Banned APs
Mis-configured APs
[T A&Ps categorized as Authorized whose configuration is not compliant with the Authorized WLAN Setup
Client Mis-association
¥ Authorized Client connection to Authorized APs with Guest 351Ds
[T authorized Client connection to APs categarized as External
[T authorized Client connection to Uncategorized APs that are not connected to the netwark
[T authorized Client connection to Uncategorized APs that are Potentially External
[T Authorized Client connection to Uncategorized APs that are Indeterminate
Unauthorized Associations
[ Unauthorized Clisnt connection to APs categorized as Authorized (excluding Guest APs)
¥ Uncategorized Client connection to APs categorized as Authorized (excluding Guest APs)

[¥ Eanned Client connection to APs categorized as Authorized or Rogue
and Uncategorized APs that are Indeterminate or connected to the network

[T Banned Client connection to APs categorized as Authorized

Ad hoc Connections

[T authorized Clients participating in any ad hoc netwark
MAC Spoofing

[T 2Ps spoofing the MAC address of any AP categorized as Authorized
Honeypot/Evil Twin APs

[T Authorized Client connection to Honeypot/Evil Twin APs
Denial of Service(DoS) Attacks

[T Any device launching a Denial of Service [DoS) attack on the network
WEP Vulnerabilities

[T Authorized AP under active WEP key cracking attack

[ Authorized Client with RF Signature Anomaly connecting to Authorized AF

) Giabat EE Local|
Lacrstons
A uranesn
B Hospiel
Specify the policies for your WLAN sebup. m
TS SErREn Allaws wou e Spemly e detalls o tha Bhnnzed Wi-FlSERIR ST TS QEEnan, TR SYSDET SRS TS infnrmaion
to sutomeatically detsct the presssrcs o any Miz-configursd or Hogue AFs or your network, You cen spscoy ths veraug
wireless semtines used for ruery arbarized SS10Aanc 1he wiked nemwork[s) o dhoh the AFS sith those 10 saculd
cunmed, AP Snpacied W e Arong rabaors e pose sgnibicanl s O ke, Tha goliciss dalasd on s sinean sllos
tha syshemrm to sorrackly olassify the SR st bhis loosticn
& Thigis a Mo Wi-Filesstien. (He Authorized -7 APs are instalizd at this lessticn)
AR allesesd b Lhis Josabion (8ponife P detals of Aubliocized -5 Abs Lalee]
o= = ﬁ Specify Authorzed 55 Select Mo WI-Fi Netmorks llmhﬁmlﬂiﬂtﬂuﬂilﬂ .
Y B Zalark the netmcois stthis [ocatior that sre nct allowss b hewe a0y Wi-FSF: cornecked o them . IF &0 0F st taig locedon
Local Pudivies 15 cannecdes b a oo WEFT nebwark, b will b troatad as s roges SR even F it metches an Butharizad SEID template
o B Wivalune Bolics =pplisd -:?'J"s lacaton, The "Mc ‘Wi-F* nstuacck selscticn st a location takes precsdence ovsr an 5500 tsmplet= spplied 22
trat lozaticn
[ aushorized wian Setwn
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RF Manager and its sensors have detected an association between an Uncategorized Client and an
access point (AP) that uses these settings:

SSID = Company C

Security = WPA2 with CCMP and 802.1X

The AP is detected while passing the client traffic on VLAN 20 (10.1.20.0/24). WiFi is permitted at this
location. The exhibits show the Authorized SSID Template, other Authorized WLAN Policy settings, and
the Intrusion Prevention Policy for the location.

What does RF Manager have its sensors do?

A. quarantine the AP only

B. quarantine the client only

C. take no action against either device

D. quarantine both the AP and the client

Answer: A

10.What are the requirements for deploying a sensor that is discovered by RF Manager with zero
configuration? (Select two.)

A. The sensor must operate in network detector (ND) mode.

B. The sensor must be installed on the same VLAN as RF Manager.

C. The network must be set up to assign the sensor IP settings through DHCP.

D. The DNS server must map the WiFi-security-server to the RF Manager IP address.

E. RF Manager and the sensor must both be at their default IP settings.

Answer: C,D

11.What is a potential risk of enabling the RSSI-based classification feature in an Authorized WLAN
policy?

A. RF Manager must rely exclusively on RSSI to detect the locations of harmful devices, instead of
drawing on the findings of network detectors. This might make the prediction less accurate.

B. Sensors might decide that they should not take action against a potentially harmful device because its
RSSI is low and the device might still be a risk.

C. RF Manager might classify your own access points (APs) as Rogue APs because their transmit power
is too high and take action against them.

D. RF Manager might classify legitimate access points (APs) owned by nearby companies as Rogue APs
and take action against them.

Answer: D

12.Which action does RF Manager take to quarantine a client?

A. It instructs the client's access point to place the client's traffic in a quarantine VLAN.

B. It instructs a sensor to send a forced disassociation message to the client's access point (AP) so that
the AP forces the client to disconnect.

C. It instructs a sensor to send frames to interfere with the frames sent by the quarantined client.

D. It adds the client's MAC address to the access point's MAC lockout list, thereby blocking the client's
traffic.

Answer: C
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13.By default, which roles do the RF Manager and its sensors perform in detecting Rogue access points
(APs)?

A. Sensors monitor wireless transmissions and RF Manager monitors wired transmissions. They combine
the data to find APs that use your SSIDs but are not on your network.

B. Sensors monitor wireless transmissions and RF Manager monitors wired transmissions. They combine
the data to find unauthorized APs on your network.

C. Sensors monitor wired and wireless transmissions so RF Manager can find unauthorized APs
connected to your wired network.

D. Sensors detect APs that use your SSIDs but are not on your Authorized AP list.

Answer: C

14.1n sensor only (SO) mode, what does an HP sensor monitor?

A. It monitors only one untagged VLAN as well as wireless signals.
B. It monitors wireless signals, but does not monitor VLANS.

C. It monitors multiple VLANSs as well as wireless signals.

D. It monitors multiple VLANSs, but does not monitor wireless signals.
Answer: A

15.A customer reports the performance of their HP A-WA2620E access point (AP) is inadequate. While
investigating the report, you determine that the AP is functioning in MIMO 3x2 mode instead of MIMO 3x3
as desired. What is one possible cause of this problem?

A. The AP is powered using 802.3af PoE.

B. The AP is configured to use a 40Mhz channel bandwidth.

C. The AP is not implementing the local switching feature.

D. The AP is powered using 802.3at PoE.

Answer: A
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